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Downloading certificates using Internet Explorer

1. Prerequisites for downloading a certificate

Before you start the procedure for downloading a certificate, you need to check the security settings
of your web browser. To be certain that no problems will arise while downloading the certificate, it is
recommended to add the webpage https://e-shop.kibstrust.mk in the list of Trusted Sites and to
enable execution of ActiveX controls in that zone.

To make the recommended settings, follow the next steps:

1. From the browser menu click on the Tools button and select Internet Options (Figure 1):

Edit  View

Ip

browsing history... Ctrl+Shift+Del

InPrivate Browsing Ctrl +Shift +P
Turn an Tracking Pratection

ActiveX Filtering

Fix connection problems..,

Reapen last browsing session

Add site to Apps

Wiew downloads Crl+)
Pop-up Blocker

SrmartScreen Filter

Manage media licenses

Manage add-ons

Compatibility View settings

Subscribe to this feed..,

Feed discovery

Windows Update

Perforrnance dashboard Ctrl+Shift+L
F12 Developer Tools

Oneblote Linked Motes

Send to OneMote

I Internet options

Figure 1

2. Inthe new window, select the Security tab. Click on Trusted Sites and then click on the Sites

button (Figure 2):

Internet Options ? *

GEner ivacy Content  Connections  Programs  Adwvanced

Select a zone ko view or change security settings,

Internet

v trust not ko damage wour computer or

Trusted sites
? This zone contains websites that you

wour files,
ou have websites in this zone.

Security level For this zone

Custom

Cuskom settings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default level,

[CJEnable Protected Mode (requires restarting Internet Explorer)

Custom level,.. Default level

Reset all zones ko default level

Cancel pply

Figure 2
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3. Inthe Add this website to the zone text field enter https://e-shop.kibstrust.mk and click on
the Add button (Figure 3). By doing this, this webpage will appear in the Websites list as

shown on Figure 4. Click Close.

Trusted sites

et

‘fou can add and remove websites from this zone, All websites in

LY 4 this zone will use the zone's security setkings.,

Add this website ko the zone:

https:/fe-shop.kibstrust.mk| | | add
Websites:
Remove
[ ]require server verification (https:) For all sites in this zone
Close

Figure 3

Trusted sites

Add this website to the zone:

Websites:

https: [ fe-shop, kibstrust, mik,

X

¥ou can add and remove websites From this zone, All websites in
e this zone will use the zone's security settings.

&dd

Remove

[ |Require server verification {https:) For all sices in this zone

Close

Figure 4

4. Inthe Security tab, choose Trusted Sites and click on the Custom Level... button (Figure 5):
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Internet Optians ? *

General  3ecurity  Privacy  Conkent  Conmections  Programs  Advanced

o

Restricted
sites

Trusted sites
f This zone contains websites that wou
W trust nok bo damage your computer or

your files,
You have websites in this zone,

Select a zone to view or change security settings.

¢ @

Inkternet Lacal intranet

Security level For this zone

Custom
Cuskorn setkings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default lewel.

[JEnable Protected ernet Explorer)

Cusktom level, .. Default level

Reset all zones to default level

Concel | | aonly

Figure 5

5. In Reset Custom Settings, from the Reset to: list choose Medium, as shown on Figure 6. This
enables execution of ActiveX controls on the websites you trust. Click OK two times.

Security Settings - Trusted Sites Zone x

Settings

|| Activel controls and phug-ins ~
1@ Allow Activel Filkering
() Disable
® Enable
@] Allow previously unused Actives contrals to run without promr
() Disable
(®) Enable
@] Allow Seriptlets
() Disable
(® Enable
O Prompk
|| Aukomatic prompting For ActiveX controls
() Disable
® Enable

|#| Binary and script behaviars
(1 A dminichrabor anoeoseacd
£ >

*Takes effect after vou restart vour computer

Reset cuskam settings

Resettor  medium (default) ~ Reset. ..

Coce

Figure 6
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6. InInternet Explorer 11, it is necessary to add the domain kibstrust.mk in the Compatibility
View. To do that, from the browser menu select Tools->Compatibility View settings (Figure
7):

File Edit View Favorites JACTIEN Help

Delete browsing history.., Crl+Zhift+Del
InPrivate Browwsing Ctrl+Shift+P

Turk on Tracking Protection
Bctivel Filtering

Fix connection problems..,
Reopen last browsing session

Add site to Apps

Wieww downloads Ctrl+)
Pop-up Blocker *
SrnartScreen Filter »

hdanage media licenses

tdanage add-ons
Compatibility View settings

Subscribe ta this feed...

Figure 7

In the new window check whether “kibstrust.mk” is entered in the Add this website field and
then click Add (Figure 8):

Campatibility Wiew Settings x

Im Change Compatibility Yiew Settings

Add this website: I
%ﬁbsuus,;mkj | u

websites wou've added to Compatibility Wiew:

Remove

Display intranet sites in Compatibility iew
Use Microsoft compatibility lists

Learn mare by reading the Internet Explorer privacy statement

Close

Figure 8

To finish the procedure click Close (Figure 9):
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Compatibility Wiew Settings *

wa Change Compatibility Wiew Settings

Add this website:
I add
Websites vou've added ko Compatibility Yiew:

kibskrust,mk, Remove

Display intranet sites in Compatibility Yiew
Use Microsoft compatibility lisks

Learn more by reading the Internet Explorer privacy statement

| Close |

Figure 9

In order for the changes to take place, please close the web browser and then open it again. Now you
are ready to download your certificate.

2. How to download the certificate?

From the certificates that KIBS CA offers, the certificates Verba Sign K1, Verba Sign Prol and Verba
Seal S1 are generated on the disk of your PC.

To download one of the previous mentioned certificates, by using Internet Explorer, follow the next

steps:

1.

Follow the link which is listed in the e-mail message that you received with a notification that
your purchase order for a certificate is approved (https://e-
shop.kibstrust.mk/raweb/verbaen.aspx). If you use Internet Explorer 11 continue with step 2,
otherwise go to step 3.

On the web page (Figure 10) enter:
- Order: enter the number of the order which was sent in the same e-mail message
- E-mail: enter the e-mail address which was entered in the request for certificate form

Click Submit.
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J KIBSTrust

secure in the digital worid

2N 23
Verba [ [
ign [< Pro1

Insert information for your certificate order

Order number

Email

Figure 10

2. A new webpage will open to confirm the registration data (Figure 11). Check the data, enter
an Authentication phrase and click Submit.

3. After clicking on Submit, a message will appear, as shown on Figure 12. Once again, check the
e-mail address and click OK if everything is in order.
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V/ symantec Enrollment

Help with this Page

Complete Enrollment Form

Enter your Digital ID information

Fill in all required fields. Fields marked with an asterisk (*) are included with your Digital ID and
are viewable in the certificate’s details

First Name: * (requir=d}
Nickname or middle initial allowed
(Example: Jack B.)

Last Name: *  (requirzd)
(example -- Doe) ast Name

Your E-mail Address: * [recuired)
(example — jpdoe@symantec.com) name sumame@domain

Company/Agency/Org: *
(Example: Symantec)

Dept/Div/Proj: *
(Example: Administration}

i - %
Rezervirano pole: Rezervirana Pole

Naracka broj: (recuied) 9000427

Country: * (requir=d)
(example — US)

=] [2 3] o =T
= g 28
2 3

] g

2 3

H

Challenge Phrase

The Challenge Phrase is a unique phrase that protects you against unauthorized action on your
Digital ID. Do not share it with anyone. Do not Jose if. You will need it when you want to revoke or
renew your Digital 1D.

Enter Challenge Phrase: (rzquirsq)
Do not use any punctuation.

If all the information above is correct,

Cogyright © 2014, Symantec Corporation. All ights reserved. «Symantec_
Figure 11
Message from webpage *

Confirrm your e-mail address:

ime prezime@dornain.mk

If wour e-mail address is correct, click OF, If not, click CANCEL and
correct it in the enrollment farm,

If the e-rail address is not correct, you will not be able to use your
Digital ID,

Cancel

Figure 12

4. A windows appears, as shown on Figure 13, which asks for a confirmation that you allow the
execution of the operation regarding the digital certificates. This window appears two times
and both times you need to click Yes.
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K |
Web Access Confirmation £

This Web site is atternpting to perform a digital certificate operation on
! . your behalf:

i sy & Sbeerbal gidsant vo =il B Client/userEnrollMS. htm?m ai|_| a
stName=Prezime&mail_firstName=Ime&mail_email=ime_prezime@do
main.mk&mail_additional_fieldd=Rez%20PoleBtmail_additional_field5=
52039491 B mail_country=MK

You should only allow known Web sites to perform digital certificate
operations on your behalf.
Do you want to allow this operation?

Figure 13
5. The certificate generation process start. Please wait while the process executes (Figure 14).

Please wait while the Digital ID is being
issued ...

NOTE: Do not close your browser during this time or you will not receive your Digital
ID. Also, do not press Stop or Refresh.

DT e
Lt s 3k, j

Figure 14

6. On the windows with messages on Figure 15 click Yes.

r -
Web Access Confirmation £

This Web site is attempting to perform a digital certificate operation on
! . your behalf:

https:/fies rohe kibs.nva b aki i cgi-bin/sophialite.exe
You should only allow known Web sites to perform digital certificate

operations on your behalf.
Do you want to allow this operation?

Yes

Figure 15

7. Congratulations, your certificate has been successfully generated and installed (Figure 16)!
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v/ Symantec. Digital ID Services

Congratulations!

Your Digital ID has been successfully generated and installed.

Your Digital ID Information.

5

Country = MK

Email Address = ime.prezime@domain.com
s

¥

Commen Name = Ime Prezime
Serial Number = 4b2d93e4b6ca83861b7d68b2b37e7coe

Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutorials and other useful information.
2. Go to the Digital ID Center to find out more about Digital IDs and Digital ID

services.
Copyright & 2014, Symantec Corporation. All rights reserved JSymantec

Figure 16
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3. How to check whether the certificate is successfully installed?

After receiving a message that your certificate is successfully installed, it is necessary to check whether
it is added in the list of personal certificates in the web browser. To make this check, please follow the
next steps:

1. From the browser menu click on the Tools button and select Internet Options (Figure 17):

File Edit View Favor
L

ete browsing histang.. Ctrl +5hift+Del
InPrivate Browsing Ctrl+Shift+P
Turn on Tracking Protection

ActiveX Filtering

Fiz connection problems..,

Reopen last browsing session

Add site to Apps

Wiew downloads Ctrl+)
Pop-up Blocker >
SmartScreen Filter >

Manage media licenses
Manage add-ons
Compatibility View settings

Subscribe to this feed..,
Feed discovery
Windows Update

Performance dashboard Ctrl+Shift+U
F12 Dewveloper Toals

OneMote Linked Motes
Send to OneMote

eportwebsite problems
Internet options

Figure 17

2. Inthe new window select the Content tab. In the Certificates frame, click on the Certificates
button (Figure 18):

Internet Options 7 x
General Security  Privacl]  Content 8 Connections  Programs  Advanced
Certificates
Use certificates for encrypted connections and identification.
| Clear 550 state Certificates Publishers
AutoConplate
= AutoComplete stores previous enkries Settings
; on webpages and suggests matches
for wou,
Feeds and Web Slices
Feeds and Web Slices provide updated Sethings
f| content from wehsites that can be
read in Internet Explorer and other
programs,
(814 Cancel Apply
Figure 18
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3.

If your certificate is successfully installed, it will be in the certificate list in the Personal tab

(Figure 19):

Certificates *

Intended purpose: <All= w

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certification * | *

54 Ime10 Prezimel0  Kibs

Import... Export... Remove Advanced

Certificate intended purposes

Client Authentication, Secure Email, Smart Card Logon

Close

Figure 19

Click View and a new window will open which shows a detailed review of information regarding the
certificate. In the General tab (Figure 20), the common information regarding the certificate are given:

Issued to: The name of the person to which the certificate is issued
Issued by: The name of the Certificate Authority (KibsTrust Qualified Certificate Services)
Valid from: Issue date to: Expiration date

At the bottom there is information that you own the private key which corresponds to the certificate:

,You have a private key that corresponds to this certificate. “

® Certificate X

General Details  Certification Path

a Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
*Protects e-mail messages
+2,16.840,1.113733.1.7.23.2

* Smart Card Lagan

* Refer ko the certification authority's statement For details,

Issued bo: Imeld Prezimel0

Issued by: KibsTrust Qualified Certificate Services

Yalid from 26.11.2015 bo 26.11.2013

H? ‘ou have a private key that corresponds ko this certificate,

Issuer Statement

Figure 20
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The root certificates, with which your certificate is signed, are shown in the Certification Path tab
(Figure 21). Check whether the three root certificates are shown: VeriSign Class 2 Public Primary
Certification Authority — G3, KibsTrust Certification Authority and KibsTrust Qualified Certificate
Services. In the bottom of the Certification Path tab is the information about the status of the
certificate. If your certificate is OK, then this message will be shown: , This certificate is OK. “

n | Certificate >

Gerneral  Details § Certification Path

Certification path

—.“J WeriSign Class 2 Public Primary Certification Autharity - G3
w5 KibsTrust Certification Authority

------ _qj KibsTrust Qualified Certificate Services
EREA Ime 10 Prezime1l

Wiens Certificate

Zertificate stakus:

This certificate is Ok,

Figure 21

4. How to back up the certificate?

Your certificate is installed on the disk of your PC and can be erased by a bug in operating system or
hardware failure. To protect your certificate in these kind of situations, it is necessary to make a
backup of the certificate i.e. export it in a .PFX file.

To make a backup of your certificate you need to follow these steps:

1. From the browser menu click on the Tools button and select Internet Options (Figure 22):
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File Edit ‘Wiew Favun!s I1e|p
te browsing history,. Cirl +Shift+Del

InPrivate Browsing Ctrl+Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fiz cannection problems..,
Reapen last browsing session

Add site to Apps

Wiew downloads Ctrl+)
Pop-up Blocker >
SrmartScreen Filter >

Manage media licenses

Manage add-ons
Cornpatibility Wiew settings

Subscribe to this feed..,
Feed discovery
Weindows Update

Performance dashboard Ctrl+Shift+U
F12 Developer Tools

(OneMote Linked Motes
Send to OneMote

I Internet options I

Figure 22

2. Inthe new window select the Content tab. In the Certificates frame, click on the Certificates
button (Figure 23):

Internet Options ? *
General  Security  Privacy onnections  Programs — Advanced
Certificates

Use certificates For encryphed connections and identification,

| Clear 55L state I I Certificates I Publishers

AutoZomplete
= AutoiZomplete stores previous entries Settings
% on webpages and suggests matches
fFor wou.
Feeds and Web Slices
E Feeds and Web Slices provide updated Settings
| content from websites that can be
read in Internet Explarer and other
programs,

o] Cancel Apphy

Figure 23
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3. Inthe Personal tab, choose your certificate and click on the Export button (Figure 24):

Certificates =

Intended purpose: <= "

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certificatior) 4 | ¥

Import,.. |I Remove Advanced

Certificate intended purposes
Client. Authentication, Secure Email, Smart Card Logon

Wiew

Close

Figure 24

4. By clicking the Export button, a wizard opens which will guide you through the procedure of
exporting a certificate (Figure 25). To continue click Next:

£ Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate brust lisks and certificate revocation
lists From a certificate store to vour disk.

A certificate, which is issued by a certification authority, is a confirmation of wour identity
and contains information used to protect data or to establish secure network
conneckions, A certificate store is the system area where certificates are kept.

To continue, dlick Mext,

Figure 25
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5. Choose the ,Yes, export the private key” option (Figure 26). To continue click Next:

X

€ £ Certificate Export Wizard

Export Private Key
‘ou can choose to export the private key with the certificate.

Private kevs are password protected, IF vou want to export the private ke with the
certificate, wou must tvpe a password on a later page,

D ol want ko export the private key with the certificate?

I (®)¥es, export the private key: I

(_J Mo, do not export the private key

Figure 26

6. Choose a .PFX file format in which you the certificate will export and choose to export the root
certificates (Figure 27). To continue click Next:

€ £ Certificate Export Wizard

Export File Format
Certificates can be exported in a warieky of file Formats.

Select the format yvou wank ko use:
DER encoded binary %.509 {.CER)
Base-64 encoded .509 {,CER)
Cryprographic Message Synkax Standard - PKCS #7 Certificates (.P7E)

Include all certificates in the certification path if possible

(®) Personal Information Exchange - PKCS #12 (PR
Include all certificates in the certification path if possible

Delete the private key iF the export is successful
[JExport all extended properties
[JEnable certificate privacy

Microsoft Serialized Certificate Store ( 55T)

Cancel

Figure 27
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7. Enter a password to protect the private key (Figure 28). You are the only one that knows
the password, please remember it or keep it written down in a safe place! Click Next to

continue:
x
€ £ Certificate Export Wizard
Security
To maintain security, you must protect the private key ta a secarity principal ar by
using a password,
[ Group or user names {recommended)
add
Eemove

Passward:

| (1111111} |

Confirm password:

| L1111 1] ) .l |

Concel

Figure 28

8. Enter a file name and location to which you will export the certificate (Figure 29). Click Next
to continue:

€ £ Certificate Export Wizard

File to Export
Specify the name of the file vou want ko expart

File name:

E:\ImePrezime. pfx

Cancel

Figure 29
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9. Inthe next window (Figure 30) you get a short preview of the settings you made. Click on the

Finish button to finish the procedure of exporting a certificate:

€ & Certificate Export Wizard

Completing the Certificate Export Wizard

¥ou have successfully completed the Certificate Export wizard,

¥ou have specified the Following settings:

E:\ImePrezime.pfx

Expork Keys Yes
Include all certificates in the certification path  ¥es
File Format

Persanal Information Exchange (*.pfx]

Finish Cancel

Figure 30

10. You will receive a message that you successfully exported your certificate (Figure 31):

Certificate Expart Wizard >

The exportwas successful,

8] 34

Figure 31

IMPORTANT: Store the .PFX file to which your certificate is exported and the password for it on a
safe external media (external hard drive, USB flash, CD/DVD...)!

* 3k k
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